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Decision/action requested

SA3 is kindly asked to endorse the observations and proposals described below.
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Rationale

3GPP Rel-15 introduces a Service-Based Architecture (SBA) and related security mechanisms for the very first time. Its fundamental impact on both intra- and inter-PLMN communication between Network Functions renders it imperative to include security baseline requirements and test cases focussed on SBA into the 5G SCAS work.
In the following discussion document, we outline our view on how the SBA security procedures and baseline requirements should be split up within the 5G SCAS documents. Additionally, we propose to extend the current scope of these documents by SEPP, NRF, NEF and AUSF.
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Detailed proposal

With the introduction of SBA in 3GPP Rel-15, Network Functions of the 5G Core (5GC) will all utilize so-called Service-Based Interfaces (SBI) to communicate with one another. These HTTP-based, RESTful interfaces consititute a major design change for the interaction among Network Functions (NF) and the fact that NF-to-NF communication is supposed to be more flexible and open, necessitates solid protections mechanisms to secure them.

Since the above-mentioned changes affect every NF within the 5GC, it seems appropriate to incorporate general baseline requirements which are related to SBA security into the Catalogue of general security assurance requirements [1]. This would not only allow SA3 to minimize additional work in Rel-16 by centralizing these SBA aspects, but also to keeping most of the SCAS document structure unchanged for NF types that otherwise are not subject to a substancial re-design (e.g. 4G MME ( 5G AMF, c.f. [2]).
Proposal 1: SCAS work related to general SBA/SBI aspects shall be incorporated in TS 33.117, whereas NF-specific SCAS documents shall only referece these as necessary.
Finally, one of the major improvements of the 5G security framework over 4G is the inclusion of an edge node dedicated to security as a mandatory element of the system architecture [3] – the Security Edge Protection Proxy (SEPP). As one of the key parts of 5G security and focus area of SA3’s specification work in Rel-15, it is only reasonable to create a separate SCAS document for the SEPP.
Furthermore, there are other elements of the 5GC that each serve a critical purpose in ensuring the overall security of the 3GPP network, which are not yet considered in the current scope of the 5G SCAS Work Item:
-
Network Repository Function (NRF): Being the central repository of available Network Functions and services within a 3GPP network, the NRF is involved in several key procedures, such as NF registration and discovery.
-
Network Exposure Function (NEF): Exposing capabilities of the 3GPP network to external entitied, the NEF not only is tasked with secure provisioning of information, it also handles masking of network and user sensitive information according to the network policy.
-
Authentication Server Function (AUSF): One of the core components of user authentication in the 3GPP network, the AUSF handles authentication requests between requesting NF and UDM.
Given the importance of these NFs with each implementing very different functioanlities, it is proposed to ensure a well-defined security baseline by including them (with each representing one network product class) into the scope of the 5G SCAS work item.
Proposal 2: 5G SCAS work shall also take into account the SEPP, NRF, NEF and AUSF by including a dedicated specification document for each of these Network Functions.
